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MUHHCTEPCTBO HAYKH U BbICIIEro obpasoBanus PO

o N Dopma
Y IbSHOBCKHI TOCYJapCTBEHHBIH YHUBEPCUTET

®-Paboyas mporpamma 1o JUCHHUIUINHE

1. HEJU U 3AJAYUN OCBOEHUSA JUCIUITIJIMHBI
Ilenn ocBOeHMs TUCHUIIUHBI:
Lenu ocBOeHMSI TUCHUIUIUHBIL:
e npuoOpeTeHHre OOIKX MPECTABICHUN O peann3alii MEXaHU3MOB 3alUThl HH(OpMaLUU
B COBPEMEHHBIX OIEPAIIMOHHBIX CUCTEMAX;
® 3HAKOMCTBO C OCHOBHBIMM KOHLENLMSAMHM OpraHu3anuy O€30IaCHOCTM Ha YpOBHE
OTIEPAIMOHHBIX CUCTEM.
3aga4yu ocBOCHMS JMCHHUILIMHBI:
® U3y4YCHHE pa3IMYHBIX TOAXOJOB peaju3aluu Oe30lacHOCTH Ha YpOBHE (HallIoBBIX
CUCTEM U CUCTEM XPAaHEHHUS JaHHBIX;
® J/1aThb OCHOBBI CHCTEMHOI'O MOAXOJa K OpPraHu3allud ayTeHTHU(PUKAUU U aBTOPHU3ALUU
M0JIb30BaTeNeiH;
® J1aTh OCHOBHI CHCTEMaM IPOBEJCHUS ayJUTOB O€30MaCHOCTH ONEPALMOHHBIX CUCTEM.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuuminuHa «3amMra B OINEpallMOHHBIX CHUCTEMax» HU3ydaercs B 7 CEMecTpe H
OTHOCHUTCS K TUCIUIUIMHA 0 BeIOOpY O5oka b1 HampaBnenus noarotoeku 6akanaspos 09.03.03
«IIpuxmnagHast ”HGOPMATHKAY..

Kypc yueOHOM AUCHUIIIMHBI TECHO YBSI3aH C JAPYTMMH Y4E€OHBIMHM JAUCLUIUIMHAMHU, B
nepByro  ouepens ¢ kKypcamm «MH(popmMaTHKa W mporpaMMHUpoBaHHE», «MeToabl
IIPOrPaMMUPOBAHNS M TNPHUKJIAAHBIE aNrOpuUTMbD, «TexHomorus mNpOrpaMMUPOBAHUY,
«OmnkpannoHHble cucteMbl», « «MH(popomalrioHHas 0€301acHOCThY, MO3BOJISIIOIIMMH MOHATh
(u3MUecKyro CyIHOCTb 6e30macHoCTH ceTeilt IBM.

JUis OCBOEHHUS TUCHUIUIMHBI CTYAEHT JODKEH UMETh CIEAYIOLIUE «BXOJHBIE» 3HAHUA,
YMEHMS1, HABBIKA U KOMIIETEHLIUU:

3HaHHE 0a30BBIX MOHATUI B 001aCTH UHPOPMATUKU U BBIYUCIUTEIBHON TEXHUKH;

CIOCOOHOCTh UCIOJIb30BaTh HOPMATUBHBIE IPABOBBIE JIOKYMEHTHI;

CIIOCOOHOCTh aHAJIM3UPOBATH MPOOJIEMBI U NTPOLIECCHI;

CIOCOOHOCTh HCHOJb30BaTh OCHOBHBIE 3aKOHBl €CTECTBEHHO-HAYYHBIX TUCIMIUIMH,
INPUMEHSTh METO/Ibl MATEMAaTHYECKOI0 aHAJIN3a U MOJIETTUPOBAHUS.

OcHOBHBIE MOJNOXEHUS TUCUUIUIMHBI UCIOJIB3YIOTCSA B JalIbHEMIIEM IPU BBINOJIHEHUU
KypCOBOI1 pabOThI, BBIITYCKHON KBaJM(UKAIIMOHHON pabOTHI M B XO/I€ MPAKTHK.
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3. HIEPEUEHDb [INTAHUPYEMBIX PE3YJIbTATOB OBYYEHMUSA
IO AMCIMIIVIMHE (MOYJII0), COTHECEHBIX C INTAHUPYEMbBIMH
PE3YJIbTATAMHU OCBOEHUS OBPA3OBATEJIbHOM TPOI'PAMMBI

[Iporniecc wW3yueHus AWCIUIUIMHBI HaAmpaBieH Ha (OPMHPOBAHHE CIICAYIOIINUX
KOMIIETEHIINN:
Kon )/ | HauMeHoBaHue | [lepeyeHs mJaHMpyeMBbIX Ppe3yJbTATOB OOY4YeHUS] M0

peaiuzyeMoii KOoMIeTeHINH

AUCHUIINHE (MOIYJI0), COOTHECEHHBIX € HMHIMKATOPaAMU
JOCTHKEHUS KOMIIETeHITUH

WH(GOPMAIIMOHHBIE CHCTEMBI
U CEPBUCHI

1 2
IIK-7 - 3HaThn:
CIIOCOOHOCTh ~ HACTpawWBaTh, | CPEACTBA 3aIUTEI MH(POPMAIIMOHHO-TEXHOJIOTHYECKUX
JKCIIyaTHPOBAaTh U | peCypcoB aBTOMAaTHU3UPOBAHHOW CHUCTEMBI M BOCCTAHOBIICHUE
COMPOBOXK/IATh WX paboTOCIOCOOHOCTH TPH BO3HUKHOBEHHMHM HEIITaTHBIX

CUTYyalHi

YMmeThb:

3¢ (HEeKTHBHO MPUMEHATH CPEACTBA 3aIIUTHI WH()OPMAITMOHHO-
TEXHOJOTHYECKUX PECYPCOB aBTOMATH3UPOBAHHON CHCTEMBI U
BOCCTAaHOBJICHHE UX PabOTOCTIOCOOHOCTH MPHU BO3HUKHOBEHUHU
HELITaTHBIX CUTYyaIi

Baagern:

HaBbIKaMu obecriedeHusi F3PGHEKTUBHOTO MPUMEHEHHSI CPEICTB
3aUTHl UTHPOPMAIIMOHHO-TEXHOJIOTUYECKUX PECYPCOB aBTO-
MaTHU3UPOBAHHOM CHCTEMBI W BOCCTAHOBJIIEHHE UX pabo-
TOCITIOCOOHOCTH IIPU BO3HUKHOBEHHH HEIITATHBIX CUTYaIlUN

I1K-8 -

CIIOCOOHOCTh IIPOBOJIUTH
TECTUPOBAHUE KOMIIOHEHTOB
MIPOTPaMMHOTO OOECTICUCHUS

3HaTth:

Bo3moxkHocTr moacucteMbl HHGOPMAIIMOHHONW 0€30MacHOCTH
ABTOMAaTU3UPOBAHHOW CUCTEMBI U UX TECTUPOBAHUS

Ymern:

ncC aIMUHHCTPUPOBATh U TECTUPOBATh MOJICUCTEMY
nH(pOpMaAITMOHHOM 0€30MacHOCTH aBTOMAaTU3UPOBAHHOMN
CUCTEMBI
Baaners:
HaBbIKAMU aIMUHUCTPUPOBAHUS HOJICUCTEMBI
nH(}pOpMaAITMOHHOM 0€30MmacHOCTH aBTOMaTU3UPOBAHHOMN
CUCTEMBI
4. OBLIAA TPYIOEMKOCTb JUCIIUIIJIMHBbI
4.1. O0beM TUCHUILIMHBI B 3a4€THBIX eIMHUNAX (Bcero) 3.
4.2. O0beM JUCHUILIHHBI 10 BUAAM y4eOHOM padoTsl (B Yacax):
Bup yueonoii KoanuectBo yacoB (popma o0yueHnusi ___ duegnasn )
padoThI
Bcero no niiany B 1.4. o cemecTpam
7cemecTp
1 2 3 4 5
KonTakTtHas 94 54
Dopma A Crpannna 3u3 20
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pabora
00y4Jaromuxcs ¢
IpernoaaBaTeieM

AyIuTOpHBIE
3aHSTHUS:

54

54

Jlexuun

18

18

[IpakTuyeckue u
CEMHUHAPCKHE
3aHSATHUS

JlaboparopHble
paboThI
(;mabGopatopHbIi
MIPAKTUKYM)

36

36

CamocTtosTelnbHas
pabora

54

54

dopmMa TEKyLIEro
KOHTPOJISI 3HAHUU
U KOHTpPOJS ca-
MOCTOSITEIILHOMN
paboTHhI:
TECTHPOBAHHUE,
KOHTp. pa0oTa,
KOJUIOKBUYM,
pedepar u ap. (He
MeHee 2 BHJIOB)

-TectupoBanue
HAa CeMHUHAapax;
- BOIIPOCHI ITPH
3amure Jadopa-
TOPHBIX paboT
- pecdepatsl Ha
3aJIaHHBIC TEMBI

1

Kypcosast pabota

Buaer
IIPOMEKYTOUHOU
aTTecTaluu
(9K3aMeH, 3a4eT)

3a4YET

3a4ET

Bcero yacos o
JUCIMUIIIINHE:

108

108

B crnydae He0OXOIMMOCTH HCIIONB30BAaHHUS B y4€OHOM MPOIIECCE YACTUYHO/UCKIFOYUTEITHHO
JTUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTMM B Ta0nWIe dYepe3 CJell YKa3bIBaeTCs
KomuecTBO yacoB pabotsl [IT1IC ¢ oOydaromuMucs Ui MPOBEACHUS 3aHITHIA B JUCTAHIIMOHHOM
dbopmare ¢ MPUMEHEHHUEM DJIEKTPOHHOTO OOyJECHHSI.

4.3. Coaep:kanue TMCIUIIMHBI (MOaYyJsi.) Pacnipenesienne 4acoB mo reMaM u BHIaM

y4eOHoi1 padoThI:

®opma 00yueHus JTHEBHAS
Bcero Bupl yueOHbIX 3aHITUI
HasBanue pa3aenoB u TeM Ca-
AyYIHMTOPHBIC 3aHATHS MOGC-
3aHATHS B o5t ®opma
WHTEpaK- | | TEKyLIero
i pakr. |JlaGopa-| ryusHoi KOHTPOJIS
3aHATHS, | TODHBIE | dopme | o | 3mamHmit
10207 pabo-
CEeMHHAap| pabOTHI
Ta

Dopma A
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MUHHCTEPCTBO HAYKH U BbICIIEro obpasoBanus PO
Y IbSHOBCKHI TOCYJapCTBEHHBIH YHUBEPCUTET ®opma
@-Paboyas nporpamMma 1o JUCHUIINHE
1 | 2 3] 4 ] 5 | 6 | 171] s
Pa3nen 1. 3ammura I/IH(l)OpMaIII/II/IB COBPEMECHHBIX I/IH(l)O MAaIlMOHHBIX CUCTEMAX

1. OcHoBHBIE MOHATHSI U 3 1 2 | Tectr Tl,
IIOJIOKCHU A 3allUThI HH-
dbopmaruu B uHMOpPMAIMOH-
HO BBIYUCIUTCIBbHBIX
CHCTEMaXx
2. Yrpo3el 0e€30macHOCTH 3 1 2 | Tecrtsi T2,
uHpopmanuu B uH(pOpMa-
U OHHO-BBIYHCIIMTCIIBbHBIX
CHCTEMax
3. IlporpamMMHO-TeXHUYEC- 4 2 2 | Tectsr T3,

KUH YpOBEHb OOeCIeUeHHUs
uHPOpPMALIMOHHON  Oe3orma-
CHOCTH M €r0 OpraHu3aIus

Paznea 2. Iloacucrema 0ezonacuocta B OC cemeiictBa Windows

4, AHamu3  IOJCHUCTEMBI 12 2 4 6 Tectel T4,
0e30MmacHOCTH B ocC JIa6. pa6 1
cemeiictea Windows

5. Unentudwukanus, ayTeH- 12 2 4 6 Tectrl T5,
TU(UKALMS U aBTOpPHU3ALMs B JIa6. pab 2
OC cemeiictBa Windows

6. Aymutr B OC cemeiicTBa 12 4 8 Tectrl T6,
Windows J1a6. pab 3
7. Bo3moxkHocTH mudpoBa- 8 4 4 | Tecrsl T7,
nus ¢aitnos B OC cemeiicTa JIab. pa6 5
Windows

8. [IlIpoune BO3MOKHOCTH 6 2 4 | Tecro1 T8

HOJICUCTEMBI  0€30ITaCHOCTH
B OC cemetictea Windows

9. VYcuinenwe IMOACUCTEMBI 13 2 6 5 | Tecrn T9,

0€301MacHOCTH B ocC J1a6. pab.

cemeiictBa Windows 4,6
Paznen 3. IMoacucrema 6e3onacuoctu B OC cemeiicrea UNIX

10. AHanmm3 IIOICHCTEMBI 11 2 4 5 | Tects T10,

0e301acHOCTH B ocC JIab. pab.

cemeiictBa UNIX 7

11. Unentudukanus, ayTeH- 11 2 4 5 | Tectu1 T11,

TU(UKALUS U aBTOPU3ALMS B JIa0. pab.

OC cemeiictBa UNIX 8

12. Aymut B OC cemeiictBa 13 2 6 5 | Tectot T12,

UNIX J1a6. pab.

9,10
Hroro: 108 18 36 54

5. COAEPKAHME JUCIATITAHBI (MOIYJIST)

Pasnea 1. 3ammrTa nHgopManuu B cCOBpeMeHHbIX HHPOPMALMOHHBIX CHCTEMAaX
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Tema 1. OcHOBHBIe TIOHATHS ¥ MOJIOKEHHMS] 3alIUTBI HHPOPMaNUH B
HH(OPMALMOHHO BHIYUCIUTEIBHBIX CHCTEMAX

[Ipenmer 3amuTsl nHGOpMaruu. IloHaTHS MHPOPMAIIUN U HH)OPMAITMOHHBIX PECYPCOB.
JloCTOBEpPHOCTD, IEHHOCTh U CBOEBPEMEHHOCTh MHpopManuu. [Ipenmer 3amuTsl HHGOpMALIUH.
O6vext 3ammrel  uHGOpmanuu. IlonstTus  wunHdopmanuoHHOM  cuctembl.  [lonsatue
UHpOpMAaLMOHHON Oe3omnacHocTH. IloHATHE NOIUTUKM HHPOPMALMOHHOM OE30MaCHOCTH.
[Tonsatue cucrembl 3amuThl  uHGopMamuu. OCHOBHBIE TOJOXKEHUS  0O€30MacHOCTU
MHPOPMALMOHHBIX cucTeM. TpexsTamHas pa3paboTka Mep MO 00ecrnedyeHHI0 O0e30IacHOCTH
uHpopMannoHHbIX cucteM. Ctaaus BbIpabOTKM TpeOoBanmii. CTaaus onpeneseHusi crocoOoB
3amuThl. Ctaaus onpeaeneHus QyHKUMH, NPOLESYp U CPEICTB O€30MMaCHOCTH, Pealu3yeMbIX B
BUJIE HEKOTOPHIX MEXaHW3MOB 3aIluThl. OCHOBHBIE PUHIUIIBI OOecrieueHus] HHHOPMAIIMOHHON
6e3omacHocT B aBToMatuszupoBanHHoi cucteme (AC). Ilonoxxenus no 3amute AC. Ilpunnumsi,
MO3BOJIAIOIIME peann3oBaTh mnojoxeHus no 3ammurte AC. Ilpunnun cucremHoctu. ITpunummn
KomIuiekcHocTH. [IpuHuun HempepblBHOM 3amurthl. PasymnHass gocratodyHocTh. ['mOkocTh
cUCTeMbl 3alUThl. OTKPBITOCTh AJITOPUTMOB W MEXAHU3MOB 3alUTHl. [IpMHIMI MPOCTOTHI
IIPUMEHEHHUS CPEJICTB 3aIIUTHI.

Tema 2. Yrpo3bl 6e3onacHocTy HH(pOPMau B MHGOPMALHOHHO-BBIYMCIUTEIbHBIX
cHCTeMax

[Tonsitue yrpo3sl. [lonstue araku. [lonstue 3noymbinennuka. Mcrounuku yrpos. OkHO
onacHoctH. Kputepuu xnaccuduxanuu yrpos. bazoBele nmpu3Haku yrpo3 HHGOpMaMOHHOMN
6e3onmacuoctr. Knaccugukarus yrpo3 mo npuponae Bo3HHKHOBeHUs. Knaccudukanust yrpos mo
CTENEHU MpeJHaMEepeHHOCTU IMposiBaeHusd. Knaccudukanus yrpo3 mo HenocpeICTBEHHOMY
UCTOYHUKY yrpo3. Kiaccudukanust yrpo3 1o noyioXeHHI0 UCTOYHMKA yrpos. Knaccudukanus
yrpo3 Mo cTeneHu 3aBUcUMocTH oT akTuBHOCTH AC. Kiaccudukauus yrpo3 mo creneHu
BozaeiicTBus Ha AC. Knaccudukanus yrpo3 mo 3tamnam J0CTYyIla M0JIb30BaTEIeH WM IporpaMmm
K pecypcam AC. Knaccudukarus yrpos no crnocody nocrymna k pecypcam AC. Knaccuduxanus
yIpo3 MO TEKYIIEMY MECTY pacrlojoKeHus HHPpopMaIiu, XxpaHuMoil u obpadateiBaemoii B AC.
HoctynHocThs MHGpoOpManuu. Yrpo3a JoctynHoctd. LlemoctHocts uHpOpManuu. Yrposa
HapylieHuss uenoctHoctd. KoH@uuaeHuuanbHOCT, HMHOpManMu. YTrpo3a HapylIeHUus
KOH(QUIEHIIMATBHOCTH. YTpo3a packpeltusi mnapametpoB AC. Mertoasl  obecniedeHus
nH(popMallMoOHHON Oe3omacHocTH. CTpyKTypu3alus METOA0B oOecreueHus: MHGOpMaluOHHON
0e30macHOCTH. YPOBHHU JocTyna K 3amumaeMoil mHpopmauuu. OCHOBHBbIE HampaBlIEHUS U
METOABl  peanu3zauuu  yrpo3  uH(popmamumoHHOM ~ Oe3omacHocTH.  Kiaccudukarus
3JI0yMBIIIJIEHHUKOB.

Tema 3. IIporpaMMHO-TeXHMYeCKHIl YpOBeHb oOecneyeHHsi HHGOPMALMOHHONI
0€e30I1aCHOCTH U €r0 OPraHu3alus

[Togxoner k oOecnedeHUI0 KOMIBbIOTEpHOUW Oe3omacHocTu. CepBHuC 0€30MaCHOCTH.
OcCHOBHBIE U BCIIOMOTaTelbHbIE CEepBUCH Oe3omacHOCTH. [loHsTHe momHOro Habopa. Bumisl
cepBucoB Oe3omacHocTu. [loHATHS wuAeHTU(UKALIMK, AayTeHTU(QHUKAIUU U aBTOPHU3ALUU
nojb3oBareneid. Bunel ayrentudukamuu. IlpoGrema HagexHOW ayTeHTU(UKAMH U MYTH €€
pemienus. CpeacTtBa U METOAbl XpaHEHUS OTAJOHHBIX KOMHMM  ayTeHTU(UKAIMOHHOU
uHpopmanuu. IlpoTokonsl mnepenaun ayTeHTH(PHUKAIIMOHHOM HWH(POPMALUMU 1O KaHajaMm
BbIUKCIUTENbHON ceTn. Kpuntorpaduueckoe obecriedyeHre ayTeHTU(UKALMU TOJIb30BaTENEH.
[TaponpHass ayreHTH(uKanus. Buapl mnaponpHOW ayreHTH(ukanuu. IlpemmymiectBa u
HEJOCTaTKW  MapojbHOW  ayTeHTHQUKanuu.  [loBbllleHHEe  HAaAEKHOCTH  MApOIbHON
ayreHTH(ukauuu. CpeacTBa W METOAbI 3alIUTHI OT KOMIIPOMETAlMM M Toa0opa mapoJeil.
buomerpuueckas ayreHTudukamusa. OOmas cxema OHOMETPHUYECKON ayTeHTU(HKAIUU.
[TpeumymiecTBa 1 HEAOCTATKU OMOMETpHUYECKOM ayTeHTU(UKanuu. JJOCTOMHCTBAa M HEAOCTATKU
pasIMYHBIX CXeM OuoMmeTpuyeckoidl ayTeHTH(ukanuu. TpeOoBaHMsA K 3alUTE KOMIIBIOTEPHOM
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uHpopmanuu. OOmMEe MONOKEeHUsl. XapaKTePUCTHKH TOAXOJIOB K 3allUTe KOMIBIOTEPHOU
unpopmanuu. Krnaccuduxanuss tpeboBaHuid K cuctemMaMm 3amuTel. DopMann3zoBaHHbIC
TpeboBaHusl K HabOpy W MapaMeTpaM MEXaHHM3MOB 3amuThl. HeoOxoammble TpeOOBaHMUS.
JomnonuurensHsle TpeboBanus. dopmMann3oBaHHbIE TpeOOBaHUA K 3alluTe HHQOpPMAIMHU OT
HECaHKLMOHMPOBAaHHOrO0 Joctyna. OOmMe moAXoAbl K IIOCTPOECHUIO CUCTEM  3aIMUTHI
KoMIploTepHOM  WH(popmanuu.  HopmaruBubie  nokymeHThl  ['ocrexkommccun PO,
periiaMeHTHpYIOIe  3alUTy  HMH(pOpPMamuu  OT  HECAHKIMOHMPOBAHHOIO  JOCTYyIA.
®dopmanu3oBaHHbIe TpeOOBaHUA K 3ammure KommnbloTepHoi uHpopmanuu AC. OcHOBHBIE
MOJCUCTEMBI U TpynIbl MexaHu3MoB 3amuTel AC. TpeboBaHus K 3amuTe KOHQUACHINAIBHOMI
uHpopmanuu. TpeOoBanusi K 3ammre cekpeTHoil uHpopmauuu. Paznuuus TpeGoBaHuil u
OCHOBOIIOJIATalOIIMX MEXaHU3MOB 3alUThl OT HECAHKIIMOHUPOBAHHOIO JJOCTYTIA.

Paznea 2. Ilogcucrema 0e3onmacuoctu B OC cemeiictBa Windows

Tema 4. Anaau3 noacucremsl 0ezonacHoctu B OC cemerictBa Windows

OcHoBuble MexaHu3Mbl 3amuTel B OC cemeiictBa Windows. [IpuHnunuansHbie
HEIOCTaTKH 3auTHBIX MexanuzMoB OC cemeiictea Windows.

Tema 5. Unentndukanus, ayrenHrupukanus u asropusanusa B OC cemeiicTBa
Windows

Bosmoxnoctu moacuctemsr OezomacHoctd B OC  cemeiictBa Windows. Mogenb
6e3omacHocTH s moxacuctembl Oe3omacHoctH B OC cemeiictBa Windows. Mexanusm
uaeHtuukanuu  nons3oBareneil.  Mpentudukarop  3amutel  SID  momb3oBaTene.
Wnentudukatopsl mnoaHOMOYHMA. Bo3MoOXHBIE 3HAaYeHHS WIACHTU(UKATOpPA TOTHOMOYHIA.
OtHocutenbHBIH UACHTHUPHUKATOP. Mapkep AOCTyNa W MPHUBWIETHH Mojb3oBaTensd. [Ipocmotp
npuBwiIeruii nons3onatens. Komanaa whoami u ee mapamerpsl. OrpaHnuMBaromIne MapKepbl
nocryna. Komanzaa runas u ee mapamerpsl. APl ¢yHKIuM 11 co3maHust MapKepoB JOCTYyIA.
3amura 00BEKTOB cucTteMbl. JleckpunTop Oe3omacHoctd SD. ATpuOyThl AecKpuUnTOpa
6e3onmacHoctu. IlaponbHast ayrentudukamms B OC cemeiictBa Windows. MexaHusm
ayreHTu(ukanuu. CpeacTBa ymnpaBieHHUs NapaMeTrpamMu ayTeHTU(QUKALWUU. YYEeTHbIE 3alucu
nosnb3oBareneil. JlokalbHblEe y4eTHBIE 3amucu  mojb3oBareneid. baza nmanHbix  SAM.
Bo3moxxHoctu  momyuenuss gocryna kK  SAM.  Opranumzamus  3anmutel - SAM ot
HECaHKIIMOHMpOBaHHOro aocTtyna. Apropuzamus B OC cemeiictBa Windows. Hemoctatku B
opraHu3anuu pasrpaHuueHust gocryna k ¢aiinam B OC cemeiictBa Windows. MexaHusm
apropmzanmu B OC cemeiictBa Windows. Mapkepsl goctymna. Jleckpuntop 0€30MacHOCTH.
®opmat aeckpuntopoB 6e3onacHocTH. Cnucok koHTpossa nocryna ACL. Cucremusiii (SACL) u
nosab3oBarenbckuii (DACL) cnucku ynpasieHust npoctynoMm. CTpyKTypa CIIMCKOB YIpPaBJICHUS
JocTyrnoM. Bo3MoXHOCTE yrpaBieHus npasamu aoctymna ¢ nomouipto APIL. Ilpumep nposepku
npaB JOCTyna IOJib30BaTenss K oObekTy. M3MeHeHue mnpaB ngoctyna K oObekTy. CmeHa
Bazenba oobekTa. Komanza cacls u ee mapameTpsl.

Tema 6. Aynut B OC cemeiictBa Windows

[Togcucrema ayauta B OC cemeiictBa Windows. Kareropum aynura. OcHacTka
gpedit.msc. Hactpoiika cnucka SACL. APl ¢yukumm s paGorer ¢ SACL. Ilpocmotp
coObITuii ayauta. Ytunura Event Viewer. Ocnactka eventvwr.msc. KypHansl ayauta. Turbl
pEerUCTpUpyeMbIX COOBITUI B >KypHanax ayauta. Hactpoiika sxypHanoB aynuta. Tunsl 3anuceit
B )KypHasiax coobITuil. OnpeneneHne Habopa MoUIeKAIINX Ay TUTY COOBITHA.

Tema 7. Bo3moxnoctn mudpoBanusi ¢aiioB B OC cemeiictBa Windows
[Mudpyromas ¢aitnosas cuctema EFS. Bozamoxknoctu mmdpyromeit ¢aitnosoii cucrems! EFS.
[Mpuniunsr padotsl EFS. Mcnons3yemsie B EFS anroputmsl mmgpoBanus. CiydaitHbIN K04
s mudpoanus daitma FEK. Hludposanne xmoua FEK. Komanga cipher u ee mapamerpsr.
[Tonstue areHra BoccTaHoBieHUs. JloOaBneHHe areHToB BoccTaHOBIeHHA. CepTuukraTs
areHTOB BoccTaHoBiIeHUs. [lone BoccTanoBnenus naHHbix DRF. APl dyukmum mist paboTsr ¢
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EFS. Cucrema mmdpoBanus auckoB BitLocker. OcnoBHble Bo3moxHOcTH BitLocker.
[TonnepxkuBaembie anropuT™mbl ImudpoBanus. Ilpunuun pabGoTel. MexaHU3MBI MPOBEPKHU
NOJUIMHHOCTH ¥ pacmudpoBku. Ysssumoctu BitLocker. Hactpoiika BitLocker. [lludpoBanue
U aemmdpoBaHre TUCKOB Ipu oMoy BitLocker.

Tema 8. Ilpoume Bo3moOxkHOCTH moacucTeMbl Oe3onmacHoctm B OC cemeilicTBa
Windows

Nutepdeiic CryptoAPL. Bosmoxnoctu CryptoAPIL. PaboTta ¢ mocraBmukaMu CiryKObI
mudpoanuss CSP. Tumer CSP B OC cemetictBa Windows. KOHTposib ydYeTHBIX 3ammcei
noas3oBareneid UAC. IIpeanocsuiku k noseinernto UAC. [punnun padotst UAC. CoOsiTus,
npuBoasamue k cpabareiBannio UAC. Hacrpoiika UAC. Hemocrarkm UAC. IlaGioHb
6esomacaoctt B OC cemeiictBa Windows. Bo3moxxHocTn mabia0HOB —0€30MacHOCTH.
Hacrpoiiky 1ma610H0B 6€30MaCHOCTH.

Tema 9. Ycunenue noacucremnl 0ezonacnoctu B OC cemeiictea Windows

Hcnons3oBanue cucreM Kpuntorpaduueckoit 3amutel uHpopmanuu. Hanbonee
M3BECTHBIE CUCTEMBI KPHNTOTpaduyecKor 3amuThl HHOOPMAIMH 1 0COOEHHOCTH WX PadOTHI.
[IpoTtuBoaeiicTBUE BHPYCHBIM aTakaM B cucteMe. Bpibop antuBupyca. OpraHuzanus
AHTHUBUPYCHOM 3aILUTHI.

Paznen 3. Ilogcucrema 0e3onacuocta B OC cemeiictBa UNIX

Tema 10. Ananu3 noacucremsl 6e3onacHocTa B OC cemeiictBa UNIX

OcnoBuble Mexanu3mbl 3amuThl B OC cemeiictBa UNIX. OcobGeHHOCTH OpraHU3aluu
¢ainoBoii cucrembl B UNIX. [IpuHnunuanbHple HEAOCTATKHU 3allUTHBIX MexaHu3mMoB OC
cemeiictea UNIX.

Tema 11. Unentudukanus, ayrenrupuxanusa n apropuzauuss B OC cemeiicTBa
UNIX

Ocobennoctu mnoacucreMsl OezomacHocth B OC cemericta UNIX. Enumnas monpens
6esomacioctn s OC  cemeiictBa UNIX. TlaponbHast ayrentuduxamms B UNIX.
3aperucTpupoBaHHbBIE  IOJIb30BATEIM CHCTEMbl. YYeTHbIH (aill  3aperucTpupoBaHHBIX
nonb3oBarenei /etc/passwd. Conepxumoe aiina /etc/passwd. Ilogkiaroyaemble Moaynu
ayreHtudukaiuu PAM. OcnoBei PAM. Hactpoiika PAM. Mexanusm wuneHTuQUKanum
nonb3oBareneid. Mnentuduxaroper mnosp3oBateneit UID, RUID, EUID. VYuernsii daiin
3apeTUCTPUPOBAHHBIX TPyl /etc/group. Mnentudukaropsl rpynn nons3oBateneir GID, RGID,
EGID. Cynepnonb3oBaTenu " IIPUBWJIETUPOBaHHbBIE IPYyIIIBL. Bo3moxnoctn
CyIepIoJib30BaTeNel U NPUBWIETMPOBAHHBIX IPYII. XpaHeHue naposiei B Apyrux ¢ainax B OC
cemeiictBa UNIX. Komannueie unrepnperatopsl B OC cemeirictea UNIX. Atopuzanus B OC
cemericta UNIX. Ocobennoctu noctyna k ¢aittam B OC cemeiictBa UNIX. Knaccs! moctyma
¢aitny. Cnucok mpas goctyna k (ainy. Pasnuune BO3MOXKHBIX 3HAU€HUI MpaB JoCTyna JUis
pa3HbIX TUNOB (aiiinoB. M3Menenue npas goctyna x ¢ainy yruiauroit chmod. ®opmar komana
s yrunutel chmod. IlpoBepka mpaB goctyna npu obOpamenuun k ¢aiimam B OC UNIX.
Jononuurensusie npaBa SUID, SGID, Sticky-6ur. IlpuMmeHeHne AONOJHUTENBHBIX IIPaB.
Pabora u3-noz root. OcoGeHHOCTH pabOTHI U3-10] root. BrimosHeHne onepanuii OT UMEHH 1oot.
Komanna su m yrmnura sudo. ®@aiin sudoers. PemaktupoBanue (aiina sudoers ¢ mOMOIIbIO
yTUIUTHI visudo.

Tema 12. Ayaut B OC cemeiicrea UNIX

[Toncucrema ayaura B UNIX. LleHTpanmn3oBaHHas cucTemMa pErMCTpaldd CUCTEMHBIX
coobmenuit Syslog. Bozamoxknoctu cuctemsl Syslog. Kommonents! Syslog. Paborta cuctemsl
Syslog. ®aiin xondurypauuu Syslog syslog.conf. Cenekropsl Syslog. CpencrBa u ypoBHH
Syslog. [eiictBus ¢ coobinenusmu Syslog. YTuaura newsyslog. Pabora yrunutel newsyslog.
@aiin koHpurypauuu newsyslog.conf.
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6. TEMBI IPAKTUYECKHWX 1 CEMUHAPCKHNX 3AHATUN
6.1 IlpakThyeckue W CEMHHAPCKHUE 3aHATHS HE MPEAyCMOTPEHBbl y4EeOHBIM IJIAHOM
JUCLUTLITUHBI.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN ITPAKTHKYM)

L]ens. JlabopaTOpHBIN MPAKTUKYM [0 JTUCHHUIIMHE HAMPABIEH HA U3YUYEHUE CTyACHTaMHU
BCEX COBPEMEHHBIX TMOJIXOAOB JUIsi oOecriedyeHWss WHPOPMALMOHHOW  0E30MacHOCTH
COBPEMEHHBIX OMEPAIMOHHBIX crucTeM. OXBaThIBACT KIMEHTCKHE OINEpalMOHHBIE CUCTeME (Ha
6aze Microsoft Windows 10 u Alt Linux), a Takke cepBepHBIC OIEPaIlMOHHOE CUCTEMBI (Ha 0ase
Microsoft Server 2026R2 u Alt Linux Server). B cooTBeTCTBHH ¢ PyKOBOISAIINME JOKYMEHTaAMH
o0yuYeHHEe IPOUCXOTUT HA CEPTU(DUIIMPOBAHHBIC BEPCHSX OMEPAITMOHHBIX CUCTEM.
Memooonoeuss OCHOBBIBACTCSI Ha CaMOCTOSITEIBHOM OOYYEHHH CTYACHTOB  PEIICHHUIO
CTaHJAPTHBIX 3a/1a4 Ha OCHOBE TEXHUYECKOHM JOKYMEHTAIMH, TEOPETUYECKOro Marepuaia. Bee
paboTel 00namarT MU GEPCHIMPOBAHHON JIMHEHHO PACTYIICH CIIOKHOCTHIO BBITIOJHEHHUIO H
CO3/IaHbl HA OCHOBE CTaHJAPTHBIX MPAKTUYECKHX 3a7a4 COBPEMEHHOTro mpennpusrtus. [louck
TEXHHYECKOH wuHDOpMammmu, a TakkKe ™oJ00p HEOOXOIUMOr0 pEIICHUS MPOU3BOIUTHCS
CaMOCTOSITENIbHO ~ CTYJICHTAMH B OTKPBITBIX HCTOYHUKAX W KOHTPOJHPYETCS B XOJe
1a00PaTOPHBIX 3aHITHH U TIPOIECCE TEMOHCTPAIMH MTOJTYICHHOTO PEIICHHSL.
Pesynomam. TlonydeHHbIE pEIICHUS JAEMOHCTPUPYIOTCS CTYACHTOM [UIS KaXJIOTO W3 THIIA
OTIepaAIMOHHBIX cUCTeM. [Ipr HEOOXOAMMOCTH TEMOHCTPUPYETCS XO/1 BBITIOJTHEHUS paOOTEHI.
Tpebosanus x ob6opyoosanuro. Il BbIMOIHEHUS PabOT CTYIEHTHI HCIOIB3YIOT HECKOIBKO
BUPTYaJIbHBIX MAIIMH C PA3JIMYHBIMA BEPCUSMH  OIEPAIMOHHBIX CHCTEM. B03MOXHO
CaMOCTOSITENIbHOE BBIMIOJIHEHUE JTa00paTOPHBIX paboT BHE Jaboparopuu. KoMmbroTep ¢ KECTKUM
muckom — 100 Gb, O3V: 8 Gb, Windows 10 Pro, BaseAlt (Anapr PabGouast craHims, AJbT
ceprep), Kali Linux, Oracle Virtual Box, Putty, PGP, Apache, nginx, Statistica, Origin. ITo
JKEJIAHUIO CTYJICHTa BCE BHUPTyaJIbHBIC MAIIMHBI MOTYT OBITH Pa3BEPHYTHI HA BBHIICICHHOM
cepBepe BUPTYalIbHBIX MAIIIMH B JIA00OPaTOPHUH.

Pazgen 2. Hoacucrema oesonacaoctu B OC cemeiictBa Windows.
Tema 4. Anaau3 nmoacucreMsbl 0ezonacHoct B OC cemeiictBa Windows

JlabopaTopnasi pabora Nel (4 yaca). Ilonb30BaTes i ¥ rpynn.l.

Llenb. W3ydyeHuwe cCcUCTEMBbl aJMHHUCTPUPOBAHUS IMOJb30BATENEd M Tpynm B
OTIEPAIMOHHBIX cHcTeMax. V3ydyeHue cucteMbl 3anuThl nHpopMmarmn ¢aitmoBsix cucreM NTFS
(MS Windows) u extd4fs (BaseAlt (Anbt PabGouas cranius, AnbT cepBep)). Peamuzaius
CHUCTEMBl pa3rpaHHYEHHE IMpaB JOCTyNa K KaTtajoraMm (aiiioBoil cucteMbl u (ailnam.
Pasrpannuenue npas nocryna K ¢$ailioBoi cucTeMe Mo CeTH.
3ao0aua. Bee 3agaun Heodxoaumo BeimoaauTh Ha OC MS Windows 10 u BaseAlt (Aibpt Pabouas
CTaHLUs, AJIBT CEPBED).

e PazpaboTaTh NOJUTUKY UMEHOBAHMS COTPYAHUKOB OpPraHU3alINH.
e HeobOxomumo co3nath mnonb3oBaresiei B OC B COOTBETCTBMM € pPa3pabOTaHHOM

MOJIUTUKOM:

» Kopeiiko Anekcanap MBanoBuu
= bamaranos llypa
= Mr. Panikovskii Mikhail Samuelivich
= QOcran bennep
e HeoOxomumo co3mate Tpynmsl monb3oBareneit B OC: PykoBoactBo, IlmanoBo-
(dbuHaHCOBBIN OoTHEN, JlemapTaMeHT HHKEHEPHBIX PEIICHH.

Dopma A Crpannna 9u3 20




MUHHCTEPCTBO HAYKH U BbICIIEro obpasoBanus PO

o N Dopma
Y IbSHOBCKHI TOCYJapCTBEHHBIH YHUBEPCUTET

®-Paboyas mporpamma 1o JUCHHUIUINHE

e BxirounTh Ka)XI0ro M0JIb30BaTeNs B CBOKO rpymiy: bennep -> PykoBoacrso, banaranos
-> JlemapTaMeHT HHXEHEPHBIX perenunii, Panikovskii -> ITnaHnoBo-(hMHAHCOBBIN OTICII.

e Co3mare kataior OOO Pora m Kombita, B HeM karajgorun OOmmMe HTOKYMEHTHI,

®unaHcoBble 0T4EThI, [locTaBIIUMKY.

Haznauuth npaBa 1 JaHHBIX KaTaJIOTOB B COOTBETCTBUH C MaTPHIICH JOCTyma

PykxoBoactBo [LimanoBo- [emaprameHT Kopeiiko

(hrHaHCOBBIN WHXEHEPHBIX
OTAEII penieHuin

O6mmue 4,3 4,3 4,3 -

JIOKYMEHTBI

dunaHcoBBIE q 4,3 - -

OTYEThI

ITocraBmuku q - 4,3 -

e B xkatanore «llocraBmuku» co3nars aitn Oco0oil BaXXHOCTH.tXt MPEIOCTaBUTh AOCTYI
TOJILKO K 3TOMY (paiiny mist utenus wieHaM «IImaHoBo-prHaHCOBOTO OTIEI

e [IpenocraButh 001U fOCTYH K anke OO01Ke JOKYMEHThI Yepe3 CETh.

e [lIpenocraBuTh foctyn K nanke OOuye 1okyMeHTsl i1 Kopeiiko, TOIbKO 11 UTeHHS.

e 3Banpeturh mnoib3oBarensM IlnaHoBo-puHaHCOBOro otaena XpaHuTh Oosbiie 1MO
uHpopmanuu B nanke OO1e JOKYMEHTHI.

Tema 5. UnenTupukanus, ayrearupuxanusa u apropusanusa B OC cemeiicTBa
Windows

JlabopaTopHas padora Ne2 (4 yaca). MaccoBasi perucTpanusi moJib3oBareJiei

Llenv. W3ydyeHnwe cUCTEMBI aJIMUHHUCTPUPOBAHUS IOJIB30BATENE MpU IMOMOIIH
crannaptHoro APl onepanuonHoil cuctemsl. M3yueHne MeTo0B Ha3HAa4YeHMs MpaB JOCTyNa K
o0BbekTaM (haiIoBOI CHCTEMBI U3 CKPUITOBBIX SI3BIKOB.
3ao0aua. Bee 3agaun Heodxoaumo BeimoaauTh Ha OC MS Windows 10 u BaseAlt (Aibpt Pabouas
CTaHLUs, AJIBT CEPBED).

B ¢aiine B ¢opmare cSV cozman crucok Oonee 100 momp3oBarenelt, coaepxkamuii ®UO
COTPYJIHUKOB, KOTOPBIM HEOOXOIUMO MPEAOCTABUTH IOCTYI K KOMIIBIOTEPY:

Bacwucyanwuii JloxankuH, V.lohankin@roga-kopita.ru

3ocsa Cunniikasi, z.sinickaya@roga-kopita.ru

B cootBeTcTBUM ¢ pa3pabOTaHHOW TOJUTUKOW HMMEHOBAHUS COTPYIHHUKOB CO37aTh BCEX
MOJIb30BATENEH MPU MOMOIIM CKPUITA.

Cozmats B katainore OOO Pora u Kombita katanor ITons30BaTebckme JaHHBIE

Co3maTh KaTanoru i KaxKJIoro Imojb30BaTels 1 Ha3HAYUTh IT0Jb30BaTeICH BIIaICIIbIIEM CBOCTO
KaTajora.

3anpeTuTb BCEM JAPYTHUM MOJIb30BATENSAM JIOCTYI K JAHHOMY KaTaJIoTy.

Pazpemmts rpynme PykoBoicTBO AOCTYI K KaTaJIOTY TSl YTEHUS U 3aITUCH.

Tema 6. Aynut B OC cemeiicrBa Windows

JlabopaTopHnas padora Ne3 (4 yaca). [TlosiuTuka 6e30nMacHOCTH

Lenv. V3ydeHne BO3MOXXHOCTH YIPABJICHUS TPYIIOBON IMOJUTHKH OIEPAllHOHHBIX
cucreM ceMerictea Microsoft Windows.
3adanue Nel. Bemonuserca tonpko mog OC Microsoft Windows 10 m Microsoft Windows
Server.
1. Omnpenenute CIEIYIONTYIO TOJUTUKY ITAPOJICH:
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1.1.
1.2.
1.3.
1.4.
1.5.
1.6.
2. 3an
2.1.

2.2.

2.3.

YcraHoBUTE KOJMYECTBO 3alIOMUHAEMBIX Maposieit pasHoe 10.
VYcraHoBuTe CpOK AeiCTBUS Naposield paBHbIM 10 gHSIM.
Y cTaHOBUTE MUHUMAJIBHBIN CPOK JACUCTBUS 1IAPOJI PABHBIM 5 JTHSM.
[TorpeOyiiTe yCTaHOBKY MapoJisi, OTBEYAIONIETO TPEOOBAHUAM CIIOKHOCTH.
YcraHoBUTE IIMHY NTApOJIsl HE MEHEE 5 CUMBOJIOB.
OTKITIOYNTE UCIIOJIb30BaHKUE 00PaTHOTrO MIM(PPOBAHUS MPU XPAHEHUH MTapoJIeii.
aiiTe MONMUTUKY OJIOKUPOBKHU YUETHBIX 3aIHCEH:
Onpenenure OMOKUPOBKY YYETHOM 3amUCH 4epe3 3 HEyJauyHbIX MOMBITKH BXOJa B
CUCTEMY.
Onpenenure OJIOKHPOBKY yUETHOW 3alHUCH MOCTE HEYJauyHbIX MONBITOK Bxonaa Ha 10
MUH.
Onpenenure BpeMsi B TE€YEHUE, KOTOPOI'O MOJICUYUTHIBAIOTCA HEYIaUyHbIe MOMBITKU BXOAA
paBHBIM 15 MuH.

3. CaenaiiTe perucTpanuio CieayIuX COObITU]:

3.1.
3.2.
3.3.
3.4.
3.5.
3.6.
3.7.
3.8.
3.9.

Bxon B cuctemy (ycmex).

Joctyn k o0bekTam (ycmex).

Hoctyn k ciyx0e kaTajioros (ycnex).
N3menenune noiuTuky (ycrnex).
Wcnonb3oBanue npuBUiIeruii (ycnex).
OrtcnexuBaHue mpoieccoB (ycmex).
CucremMHbie coObITHS (yCHEX).

Co0bITHs BX0OJa B cUCTEMY (YCIIEX).
VYrpasneHnue y4eTHBIMU 3amucsIMu (YCIiex).

3aoanue No2.
OcymiecTBUTe TpH HEyJa4yHbIe TMOMBITKH BXojAa B cuctemy. lIpomemoHcTpupyiite paboTy

CHCTEM

CHCTEM

HBIX KypHaJIOB PErUCTPALlMU COOBITUHN BXOA.

Tema 9. Yceuiienue noacucremsl 0esonacHoctu B OC cemeiictBa Windows

JlaGopaTopHas padora Ned (6 yacoB). OrpaHnyeHHOE HCNOJIb30BAHNE POTPAMM

Llens. W3ydyeHue BO3MOXKHOCTM M3MEHEHHUS YpOBHEHW O€30MacHOCTH ONepanMoHHON
bl IyTeM OJOKHPOBAHUS ONPEAETEHHBIX MPUITOKEHHH.

3aoaya. Bemonuars Tonsko g OC Microsoft Windows 10 u Microsoft Server.

1.

asrwN

3.

3amaiiTe MOTUTUKY OE30MaCHOCTH IO «OETTOMY CITHCKY.

Jlo6aBbTe K ucnoyHsIeMbIM (paitiam, (paisibl ¢ paciupeHUuEM «.iSpy».
Pa3pemnte BceM mosib30BaTeNsIM IPOBEPATH CEPTUPUKATHI.
3anpeTuTe 1Mo Xem-3Ha4eHuI0 3aIyCcK IporpaMMbl « KabKymIsiTop.
3ampeTuTe yCTaHOBKY MPOrpaMM, 3arpyKeHHbIX U3 HTepHeTa.

Tema 7. Bo3moxxnoctu mudposanus paisos B OC cemeiictBa Windows

JlaGopaTopuas padora Ne5 (4 uaca). B3jiom napoJieii mosib3oBaresiei

B3snom nmaposneit Microsoft Windows 10.

YcraHoBuTh Ha BUpTyannbHY0 MamuHy Windows 10.

Cozpgate Tpex mnoab3oBatened ¢ umeHamun PUO-Huzkunii, ®UO-Cpennunii, PUO-
Bricoknii, rne ®MO-Bamra pamunms ums otaectBo. Hampumep:

KAE-Huzkuii, KAE-Cpennnii, KAE-Bbicokuii.
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Y CTaHOBUTD ISl KQXKJIOTO MOJIb30BATENS CBOM MapOJib.

. st Huzkwid - 6 OykxB 1 uudp gaTuHcKoro andasura.

. st Cpennutii - 12 6ykB U nudp JaTHHCKOTO andaBuTa.

. Jlns Beicokwii - 15 cUMBOJIOB BKJIIOYAsl 3arjlaBHBIC U MPOIMUCHBIC OYKBBI, TU(PHI, CIICII.
CUMBOJIBI.

8. Coxpanuts Bce daitsl B daitn Lab3\pass.txt

9. Haiitu bootkey OC Windows.

10. Beirpy3uts 6a3y maposeir SAM.

11. B3iomarh mapoJid HCroiis3yst 1ooyro yruauty Kali Linux. Hanpumep john.

~N o oM

Tema 9. Yceuiienue noacucremsl oesonacaoct B OC cemeiictBa Windows

JlabopaTtopHass padora Ne6 (6 wuacom). Ilpo3paunoe mmudpoBanue ¢Paila0Boit
CHCTEMBI
Llens. V3ydeHne BO3MOXKHOCTEH MPUMEHEHUS «IPO3PavyHOro» Mm(pOBaHUS IaHHBIX B
(baiiyIoBBIX CUCTEMAX.
3a0aua. Opranuszaiysi 3aliUThl HCIOJHSIEMOro koaa. Bemomnasercs maist OC Windows
Server u mas BaseAlt (Anbt Pabouas cranius, AT cepep). BosamoskHo ucnons3oBanue LUKS
nu LVM.
e VYcranosuth WEB ceprep apache mmm ngnix. Co3mate katamor WWW sl XpaHEHHS
maHubix canta B kKatassore OOO Pora u Komnsrra.
e Hacrpouts otobpaxkenue TectoBoii crpanuilsl index.html s qanHoTO Caiita.
e Co3aare moJb30BaTeasT WeD-WWW ¢ TpaBaMd TOJBKO YTCHHS W 3allUCH JAHHBIX B
KaTaJjor WWWw.
e Hactpouts mudpoBanue (aiinoB 1 kaTariora WWW 1 yCTaHOBUTH KITFOYH MIHU(POBAHUS
1uist montk3oBarenst Ocran bennep u s web-www.
e Bce ocranpHbIE MOJIB30BATEIH HE JIOJDKHBI HIMETh JIOCTYTI KaTajory.
o [Iposeputs utenue ¢aiina index.html mox qpyrum mosap3oBareseMm.

Paznea 3. Iloacucrema 0ezonacuoctu B OC cemeiictea UNIX
Tema 10. Anaau3 noacucreMmsl 0e3onacHocTd B OC cemeiicta UNIX

JlabopaTopHas padora Ne7 (6 yacos). lllndpoBanue n xemupoBanue

L]eny. 3yyeHne MeTo10B KOHTPOJIS LEIOCTHOCTU U MU(POBAHUS TaHHBIX.
3aoanue Nel. Bemonnsercs st OC Microsoft Windows 10 u BaseAlt (Anbt PaGouas cTanius,
ATbT cepBep).
e B karanore OOO Pora u Konsita\dunancossie otuetsl co3naiire 1000 ¢aiiioB oT4eTOB
¢ UMeHaMu B cieayromiem gopmare: yyyymmdd-report.txt, rae yyyy-roa, mm-mecsii B
Buze yncia, dd — nenp. Co3manue (ailaoB peaar3oBaTh CKPUIITOM HAuWHAs ¢ TEKYIICH
naTel ¥ Ha3an B mponuioe Ha 1000 mueit. B ¢aiin 3ammcaTte Tekymiee BpeMs B ¢opmare
yyyymmddhhMMss.
e Coszaars daiin ¢ koHTpobHBIMU cymMMamu (hash) mis Bcex daitnos karaora.
e CreHepupoBath K104 MU(PPOBaHUS JAHHBIX 11 gPJ.
e 3ammudposaTh Bce (Hailiibl 0OTUETOB KaX/IbI OTJIEIBHO.
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3aapXuBUpOBaTh BCE 3aM(ppoBaHHbIe (Paiiabl U (aiia ¢ Xem cyMMaMHu U MepenaTh ero
Ha apyryro OC (¢ MS Windows 10 na BaseAlt (Anbst Pabouas cranims, AJbT cepBep) U
Hao00poT).

PacniakoBats ¢aiinel u pacmudpoBaTs ux. [IpoBepuTs Bce Xem cyMMbI Qaitnos.
W3mennTs oauH u3 (ailjioB M MPOAEMOHCTPHPOBATH, YTO XEUI CyMMbI y (ailjloB He
COBIIA/IAIOT.

3aoanue Ne2. Bemonnsiercs aius OC Microsoft Windows 10 u BaseAlt (Anst Pabouas cranius,
AJBT cepBep).

UNIX

VYceranoButh Ha BupTyanbHble MamuHbl KpuntoAPM I'OCT. Buumanue! IIporpamma
Oyzner pabdortaTh TonbKO 14 nHEl. Mcnonp3yiiTe KOMMKU BUPTYaTbHBIX MAIIKH.
Chopmupyiite TecTOBbIM KBaTU(DUUIMPOBAHHBIN cepTU(UKAT ANEKTPOHHOW MOAMHCH B
TECTOBOM yniocToBepstomeM nentpe Kpunrollpo.

Cdopmupyiite KBamupUIUPOBAaHHYIO HIEKTPOHHYIO MOIKCH ISl QpXHBA OTYETOB.
Samudpyite apxuB U nepenaite ero Ha apyryro OC.

Pacum¢pyiiTe apxuB npu momomm cepTU(HUKATa U MPOBEPHTE AISKTPOHHYIO TOIIHCH
JIOKYMEHTOB.

Hononnumenvnoe 3adanue. COXpaHUTE 3aKpbITBIM K04 U cepTU(UKAT Kioya Ha
otuyxaaemMoM Hocuresne (RuToken, Jacarta v T.1.). ¥ BBIOJHHUTE MOJHOCTBHIO 3a/IaHHE
Ne2.

Tema 11. Unentudukanus, ayrentupuxkanusa u asropusauus B OC cemeiicTBa

JlabopaTopHas padora Ne8 (6 yacoB). OTkazoycroiitunBocts. RAID MaccuBbI
Lleny. M3yyeHne BO3MOKHOCTEM INMPOTPAMMHBIN CPEICTB CO3aHUSI OTKA30yCTOMYMBBIX

XPaHMJIMII JaHHBIX IS 00ECTIEYEHUS IEJOCTHOCTH U TOCTYITHOCTH HH()OPMAIIUH.
3aoanue. Bemomusiercs ms OC Microsoft Windows Server u BaseAlt (Aner Pabouast cranius,
ATbT cepBep).

Coznatb nporpammusiil oTkazoycroitunBeiii RAIDO maccuB B OC cocrosimuii U3 1ByX U
0oJiee JKeCTKUX TUCKOB (el Kap/1, He3aBUCUMBIX AUCKOB).

Cdopmuposats 100 daiinos no 100 merabaiT 1aHHBIX.

Pazpaborate ckpunt xonupyroommii nanaeie Ha RAID maccuB u 3acekaronuii Bpemst
KOMHMPOBAHUS MHPOPMAITUH.

Cunrats nanusie ¢ RAID maccuBa u 3aukcupoBaTh BpeMs YTEHUS JaHHBIX.

[ToBTOPUTH dKCIIEPUMEHT HE MeHee 25 pas.

[IpoBectu rpadmyeckuil cTaTUCTUUECKHM aHanM3 pe3yibTaToB ObicTpozeiicTBus RAID
MaccHUBa.

[ToBTOpuTH Bee maru st RAID mMaccuBoB ypoBHs 1 u 5. [ToAroTOBUTH CpaBHUTENBHBIN aHATN3
owIcTpoeiicTBHs Kaxaoro u3 TunoB RAID maccuBoB B paznuunsix OC.

Hononnumenvrnoe 3aoanue. llpoBectu TectupoBanue anmnapatieix RAID koHTposiepos,
BCTPOCHHBIX B CepBepa J1adopaTopuy WJIM Ballld TEPCOHAIBHBIE KOMIBIOTEPHI TPH
HAJIMYUH HE MEHEE JIByX HE3aBUCHMBIX JKECTKUX JAUCKOB.

Tema 12. Ayaut B OC cemeiicra UNIX
JlaGoparopHasi padora Ne9 (6 yacoB). JlomeHnbl
Llens. V3ydyenue BO3MOXKHOCTEH CO3/laHUSI KOHTypa O€30HacHOCTH NPEANPHATHS Ha
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OCHOBE JIOMCHHOW CTPYKTYpbl. IIpUMeHEHHE TIpYIMIOBBIX IOJUTHK OE30MAaCHOCTH K
MI0JTb30BATEIISIM M KOMITBIOTEPAM MPEATPHSTHSL.

3aoanue. Bemomnusiercs s OC Microsoft Windows Server u BaseAlt (Anbpt Pabouast cranius,
ATbT cepBep).

YcranoButhb poiib «Konrponepa nomena» B OC Microsoft Windows Server.

Bxurounts B 1oMeH oaHy pabouyro cranmuio Ha OC Microsoft Windows 10.

Bxitounts B 1oMeH oxHy pabouyro cranuuio Ha OC BaseAlt (Anbr Pabouas cranmms,
ATBT cepBep).

Brmonnuts JIaboparophyto padoty Nel ITonp3oBarenu u ['pynmsl 1u1st 1oMeHa.
[TpogeMoHCTPUPOBATH TOCTYI K OOIIUM IAIKaM CO BCEX paOb0YMX CTAHIIHA.

Jononrnumenvroe 3aoanue. HacTpouTh eMHOE XpaHuiuile npoduineil monbp3oBaTens Ha
CETeBOM JHCKe cepBepa. [IpogeMoHCTprupoBaTh MUTpaIKIO TPO(UIIEH MOIb30BaTENS.

Tema 12. Ayaut B OC cemeiictBa UNIX

JlaGopaTopHas padora Nel0 (10 yacoB). AyauT coObITHIT
L]eny. 3yyeHne MeXaHU3MOB perucTpaiuu paznuuabix coobrtuii B OC. O3HaKOMIICHHE C

METOJIaMH aHaJIM3a COOBITHH 110 Pa3IMYHBIM KPUTEPHSIM.
3aoanue. Bemomusercs ms OC Microsoft Windows Server u BaseAlt (Anbst Pabouast cranius,
ATbT cepBep).

HactpouTe NOJAMTHKY perucTpanuu COOBITHMHM BXOJa B CHCTEMY M OIIMOOK BXO/Aa B
CUCTEMY AJIsl JOMEHa.

PacripocTpaHuTh MOJIMTUKY Ha BCE KOMITBIOTEPHI JJOMEHA.

Hamucares ckpunt na powershell momydwarorumii Bce skypHaibl COOBITHI ¢ KOMITBIOTEPOB
JIOMEHa.

ITpoBecTu aHanM3 KypHAJIOB COOBITUH C YKa3aHHEM BCEX OTKAa30B BXOJa B CHCTEMY JJIS
nosib3oBarens «Kopenkoy.

ITpoBecTr nOKanbHBIN aHanmu3 xypHamoB coObrtuii aast OC BaseAlt (Anbr Pabouas
CTaHLus, AJIbT cepBep). BeiiennTh Bce 0TKa3bl BXOAA B CHCTEMY.

Hononrnumenvroe 3aoanue. Bemonusercs mis OC Microsoft Windows Server u BaseAlt (Anbt
PaGouas cranmms, AJTbT cepBep).

Coznmate katanor ¢ ¢anaamMu KypHaIOB yIoBieTBopsromux macke: yyyymmddhhss.txt
He meHee 100 ¢aiinos.

HanucaTh ckpunt peaau3yronuil pe3epBHYyI0 KOMUIO TaHHBIX (ailioB:

1. Bee aiinbl 3a mponuIbIii MecsI] OTIPABIAIOTCSA B apXUB yyyymm.zip

2. Bcee (aiinpl 3a mpouuTyr0 HEAEN0 OTHpaBisitoTcss B apxuB yyyymmKW.zip KW -
HOMeEp HeJleH B rojy.

3. Bce daiinsl He cTapie 7 THEH 0CTaloTCs B KaTajore.

8. TEMATUKA KYPCOBBIX, KOHTPOJIbHbIX PABOT, PE®EPATOB
8.1 KonTposbHbie paboThl, pedepaTsl U KypCcoBble padOThI HE MPEIYCMOTPEHbI Y4eOHBIM

IIJIAaHOM U CHUIIIINHBI.

9.1 HEPEYEHbB BOITIPOCOB K 3K3AMEHY 1
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1. OcHoBHbIE MOHATHUS U MOJIOKEHUS 3aIUTH HH(POpMaIK B HPOPMALIMOHHO
BBIYUCITUTEILHBIX CUCTEMaX

2. TpexoartamHas pa3paboTka Mep mo obecredeHnio 0e30macHOCTH NH(POPMAITMOHHBIX
cucteM. Ctaaus BIpaOOTKH TPeOOBaHUIA

3. Tpexatamnas pa3zpaboTka Mep 1o 00ecIedeHHII0 0€30MacCHOCTH HH(POPMAITMOHHBIX
cucteM. Ctagus onpeaeseHus Cioco0O0B 3aIUThI

4. TpexatamHas pa3zpaboTka Mep 1o odecredeHro 6e30MacHOCTH HHOPMAITMOHHBIX
cucreM. Cragus onpezeneHus QyHKIHA, TPOLETYP U CPEACTB OE30MACHOCTH,
peaan3yeMbIX B BHJIE HEKOTOPBIX MEXaHU3MOB 3aIUTHI

5. OcHOBHBIEC IPUHIIUITBI OOecTIeueHrs MHPOPMAITMOHHON 6€30MacHOCTH B
aBToMaTu3upoBanHou cucreme (AC)

6. Yrpo3sl 6e30macHOCTH HHGOPMAIMU B HH(POPMAITMOHHO-BBIUUCIIUTEIILHBIX CUCTEMaX U

UX KJIacCU(UKAIIUIO.

JlocTynHOCTh HH(pOPMAIMH. YTP03a JOCTYITHOCTH.

HenoctHocTh nH(pOpMaLUK. YTpo3a HAPYIICHUS [IEJIOCTHOCTH

KondunenuanbHOCTh HHPOpMAIHK. YTPO3a HAPYIICHUST KOH(DHUICHIINATBHOCTH

10. OcHOBHEBIC HANIPABJICHHUS U METOJIBI PEATU3AINH YTPO3 HHPOPMAITMOHHOHN 0€3011aCHOCTH.
Knaccugukarus 3710yMbIIUIEHHUKOB.

11. OcHOBHbIE TOHATHUS TPOTPAMMHO-TEXHUUYECKOT0 YPOBHSI 0OecreueHus
nH(pOpMaIMOHHOM 0€301TaCHOCTH.

12. OcHOBHBIE CEPBUCHI OE30MMACHOCTH U UX 0COOEHHOCTH.

13. TpeOoBaHus K 3aIIUTE KOMITBIOTEPHOM HH(POPMAIIUU C YIETOM Pa3ITUIHBIX
HOPMATHUBHBIX JIOKyMEHTOB.

14. TlpyHUMTIHATIbHBIE HETOCTATKH 3aIMTHBIX MexaHu3MoB OC cemeiictBa Windows.

15. Mexanusm uaentuduxanuu nonb3osareneit B OC cemeiicta Windows.

16. Mexanu3sm ayteHTuukanuu noiuszonateneit B OC cemelictBa Windows.

17. Mexanu3msbl pasrpanuyeHus npocrymna k ¢aiiinam B OC cemerictBa Windows

18. Iloacucrema aynurta B OC cemeiictea Windows. Kareropuu ayaura

19. XKypnaunet aynuta. THITBI pETUCTPUPYEMBIX COOBITHH B KypHallaX ayuTa

20. daiinosas cuctema EFS B OC cemeiictBa Windows

21. BosmoxuOcTH mmdpyromeit daiinooii cucremsr EFS

22. llludposanus auckoB BitLocker B OC cemeiictBa Windows

23. Pabora c mocraBmmkamu ciryx0s! mmpposanus CSP

24. Boamoxnoctu CryptoAPI B OC cemeiicta Windows

25. Ciyxx6a UAC B OC cemeiictBa Windows

© oo~

9.2 MEPEYEHDb BOITPOCOB K 9K3AMEHY 2
[[Ta6monsr 6e3onacuoctu B OC cemeiictBa Windows.
IToacucrema 3amutel B OC cemerictBa Windows.
BrisiBnenue u yctpaHeHue ysi3BUMOCTHU B nojcucteme 3auuthl B OC cemelicTBa
Windows.
Bo3moskHocTH ycmiienus nojacucteMsl 6eszonacHoctd B OC cemeiictBa Windows.
[IpoTuBozeiicTBIE BUPYCHBIM aTakaM B cucteMe. BeiOop aHTHBUpYCa.
Opranu3zaiiys aHTUBUPYCHOM 3aIIUTHI.
OcHoBHble MexaHn3Mbl 3amuThl B OC cemerictBa UNIX
[IpuHuunuaneHble HEAOCTATKH 3aMTHRIX MexaHu3MoB OC cemeiictBa UNIX
Ocobennoctu nmoacucreMsl 0e3onacHoctd B OC cemerictea UNIX.
10 Mexanusm unentudukanuu nons3oBateneit B OC cemeiictea UNIX.
11. Mexanu3m aytentudukanuu nonp3osateneii B OC cemeiicta UNIX.

wnN e

©oN A

Dopma A Crpanuua 15u3 20



MUHHCTEPCTBO HAYKH U BbICIIEro obpasoBanus PO
Y IbSHOBCKHI TOCYJapCTBEHHBIH YHUBEPCUTET

dopma

®-Paboyas mporpamma 1o JUCHHUIUINHE

12. Tloxpkmroyaemelie Moy aytenTudukanun PAM u padore ¢ numu B OC cemeiicTBa

UNIX.

13. Mexanu3Mm pasrpanndenus npocryna K ¢aiinam B OC cemeiicta UNIX.
14. Cucrema mudposanus daitnoB PGP B OC cemeiictBa UNIX.
15. Konguryparus noacuctemst 3amutsl B OC cemeiicta UNIX.
16. BelsiBIIeHHE U YCTpaHEHHE YA3BUMOCTH B noacucTeme 3amuThl B OC cemerictBa UNIX.
17. Bash-ckpunts! u padota ¢ Humu B OC cemerictBa UNIX.
18. Bo3moskHocTH ycwmiieHus moacuctemMsl 6e3omacHoctd B OC cemeiictBa UNIX
19. [lenTpanu3zoBaHHasi CHCTEMa PETUCTPAIIMU CUCTEMHBIX cooOmeHuii Syslog.
Bosmosknoctu cucreMsl Syslog.
20. udosanue daiinos nmpu nomomu PGP. Ocobennoctu PGP
21. Iloncuctema ayauta B UNIX

22. Benenue u ananu3 xypHaiioB 6ezomacHoctu B OC

8. CAMOCTOSTEJIbBHASA PABOTA CTYJAEHTOB

HasBanue pasznenos u tem | Bua camocrositenbHOM Ob6vem B | dopma KOHTPOIIS
paboThI yacax
1 2 3 4

Pa3znen 1. 3ammra uagopManum B COBpeMEHHbIX HH(POPMAIIMOHHBIX CHCTEMAX

1. OcHOBHBIE MOHATHSA H

IToaroroBka K JIEKILIUH,

TecTnl nepen

nHpopmanoHHol Oe3omna-
CHOCTH U €ro OpraHu3alus

OK3aMfCHa

MIOJIOKEHUs 3allUThl MH- | IOATOTOBKA K cllaye JEKIUEN, dDK3aMeH
bopmanun B | DK3aM€Ha 2

MH(pOPMAIMOH-HO

BBIUYHCIUTENbHBIX CUCTEMAX

2. Yrpossl 0Oe3omacHoctH | [loaroroBka K jekuuw, TecTsl nepen
uHpopmanuu B UHGPOpPMa- | HOArOTOBKA K cAaye 9 JIEKLIMEH, DK3aMEH
LIMOHHO-BBIYNCIUTENBHBIX | DK3aMEHa

CUCTEMAX

3. IIporpammuo-texnndec- | [loaroroBka x jekuuwu, TecTsl epen

KU ypOBeHb OOecledyeHHusl | MOArOTOBKA K cAaye 9 JEKLUEN, JK3aMEeH

Paznea 2. Iloacucrema 0ezonacuoct B OC

ceMmeiictea Windows

4., AHanmu3 IOJCUCTEMBI

IToaroroBka k JICKIIHNH,

Tectol nepen

MOJCUCTEMBI O€30IMaCHOCTHU

IIOATOTOBKA K craye Jia0.

0€e30I1aCHOCTH B OC | moaroTroBkKa K cuaye Jjia0. 6 JIEKIMEH, 3aIUTa
cemerictBa Windows paboTt, 3K3aMeHa 1a0. paboT, IK3aMeH
5. Unentudukanus, ayteH- | [loarotoBka K JeKIuwu, Tectol nepen
TU(UKAIKUS ¥ aBTOPU3AlUA | MOATOTOBKA K cliadye 1aob. 6 JIEKIMeH, 3aIIuTa
B OC cemeiictBa Windows | paboT, 9k3aMeHa 1a0. paboT, IK3aMeH
6. Aynutr B OC cemelictBa | [loarotoBka K JeKIuu, Tectol mepen
Windows [IOATOTOBKA K cade J1ad. 8 JIEKIMEN, 3alATa
paboTt, 3K3aMeHa 1a0. paboT, IK3aMeH
7. Bo3amoxxnocTu mmgpoBa- | [Toarotroka k ek, Tectol mepen
HUS daiinon B OC | moaroroBka K caade ja0. 4 JIEKIMEH, 3alIMTa
cemerictea Windows paboT, sK3amMeHa 71a6. paboT, FK3aMeH
8. Ilpoume Bo3moxkHOcTH | IloAaroToBKa K Jnekuuu, 4 TecTsl nepen

JIEKIIMEH, 3alnTa

Dopma A
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B OC cemetictBa Windows | pabor, 9k3amMeHa 1a0. pabot, IK3aMeH

9. Vcunenue mnoacucteMsl | [loaroropka K JeKIuu, Tectbl nepen

0e30IMacHOCTH B OC | moaroroBka K cjaaue jiao. 5 JICKIUEH, 3aI[1uTa

cemerictea Windows paboT, PK3aMeHa 71a6. paboT, FK3aMeH

Pa3gen 3. Hoacucrema oesonacHoctu B OC cemeiictBa UNIX

10. Amnamu3 mnoxacuctemsl | [TonroroBka K JeKIu, Tectol nepen

0e30macHOCTH B OC | moaroToBka K cjade j1a0. 5 JIEKLIMEH, 3aluTa

cemerictBa UNIX pabort, 3K3aMeHa 1a0. paboT, IK3aMeH

11. Nnentudukanus, | [ToaroroBka K JeKIuu, TecTsl mepen

ayTeH-TH(PUKAIUS U | HOATOTOBKA K caade j1al. 5 JICKIIMEH, 3alIuTa

aBTOpH3aLU B OC | pabort, sx3ameHa nab. paboT, IK3aMeH

cemerictea UNIX

12. Aynut B OC cemeiictBa | [TonroroBka k Jekuum, Tectbl epen

UNIX MMOATOTOBKA K cAaue Jial. 5 JIEKIMEH, 3aIUTa
paboT, PK3aMeHa 71a0. paboT, FK3aMeH

11. YYEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECITEYEHUE
JAUCHHUIIJINHBI

a) CluCcoK peKoOMeH/yeMOoi JIUTepaTyphl:

OCHOBHasi

1.IIpockypun, B. I'. 3amura B onepalnoHHBIX cUCTeMax : yueOHoe nmocolOue A By30B /
[Tpockypun B. I'. - Mocksa : I'opsiuas munus - Tenekom, 2014. - 192 c. - ISBN 978-5-9912-
0379-1. - Tekct: snextponsbii // DBC "Koncynprant crynenta" : [caiit]. - URL

https://www.studentlibrary.ru/book/ISBN9785991203791.html

2. MaprembsnoB, lO. @. Onepanuonnsie cucteMbl. KoHLeNmuu mNOCTPOSHUS U
obecrieueHust 0€30MacCHOCTH : yueOHoe ocodue st By30B / MaprembsinoB 1O. @. , SlkosieB A
B., SIkoBneB AH. B. - Mocksa : I'opsiaast muaus - Tenexom, 2010. - 332 c. - ISBN 978-5-9912-
0128-5. - Tekcr: snexrponnsii // DBC "KoncymeranT crymenta": [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991201285.html

3. Qymxun A.B., IlporpaMMHo-anmapaTHble CpeacTBa odecreueHus: WHHOPMAITMOHHON
Oe3omacHOCTH [DNEeKTpoHHBINH pecypc]: YuebHoe mocobue mana By3oB / A.B. Jdymkun, O.M.
Bbapcyxkos, E.B. Kpasmos, K.B. Cnasuos. [lox penakuueit A.B. lymkuna - M.: T'opsiaast tuaus -

Temekom, 2016. - 248 c¢. - ISBN 978-5-9912-0470-5 - Pexum poctyma:
http://www.studentlibrary.ru/book/ISBN9785991204705.html
JOMOJHUTEIbHAS

1. BbyzoB I'.A., [IpakTHueckoe pyKOBOJICTBO IO BBISBIECHUIO CHIEIUAIBHBIX TEXHUUECKUX
CpPEeCTB HECAHKIIMOHUPOBAHHOTO MOJTyueHHs nHpopManuu [DnekTpoHHsli pecypc] / by3os I'.A.
- M.: Topstuas muaus - Temekom, 2010. - 240 c. - ISBN 978-5-9912-0121-6 - Pexwum moctyna:
http://www.studentlibrary.ru/book/ISBN9785991201216.html

2. Hexommepueckas nareprer-Bepcus CIIC "Koncynprantlimoc":

2.1 3akon Poccuiickoii ®enepanuu ot 21.07.1993 Ne 5485-1 «O rocymapcTBeHHOU
taitHe». Pexxum goctyma: http://www.consultant.ru/document/cons_doc_LAW 2481/

2.2 ®enepanpHblii 3akoH oT 27 wutong 2006 r. Ne 149 - ®3 «O6 wuHpopmanuu,
MH(OPMALIMOHHBIX TEXHOJOTHSAX U O 3allUTe HHPOPMAIIIID)

Pexxum noctyna: http://www.consultant.ru/document/cons_doc_LAW_ 61798/

2.3 Joxtpuna wuHpopmarmoHHoi Oe3omacHocT Poccuiickoit ®enepannu  (Yka3
[Tpesunenra P® ot 05.12.2016 N 646 "OO6 yrtBepxkaeHuu JlOKTpUHBI HH(DOPMAITMOHHOU
6e3omacnoctu Poccuiickoit ®eneparuu')
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Pexxwum nocryna: http://www.consultant.ru/document/cons_doc_LAW_208191/

2.4 ®enepanphbiii 3akoH 0T 06.04.2011 N 63-D3 «O0 3JIeKTPOHHON TTOAIUCH
Pexxwum nocryna: http://www.consultant.ru/document/cons_doc LAW 112701/

3. TOCT P HCO/MBK 27002-2012 HudopmarmoHHass TEXHOJOTUSA. MeETOIbI H
cpeactBa obecneuenus 6e3onacHoctu. CBoa HOpM U mpaBui MeHemkMeHTa. I'OCT-Dkcnepr -
equHas 6aza 'OCToB Poccutickoit deneparuu i1 00pa3oBaHus U IPOMBIITUICHHOCTH.

yueOHO-MeTOoAuYecKast
1. Annpee A. C. Mertoauueckue yka3aHHUsl IO HallMCaHUIO KYPCOBBIX U JUIUIOMHBIX
paboT IS CTYIEHTOB criennaibHOCTH "KomnbloTepHas 6e301macHOCTh" [DIeKTpOHHBIN pecypc] :
yue6.-meroa. mocodbue / A. C. AnapeeB, A. M. HUpanmos, C. M. Pamees; Yal'V, daxk.
MaTeMaTuku, WHGoOpM. M aBuan. TexHonoruii, Kad. wmHpopM. Oe3omacHOCTH U TEOpUU
yrOpaBieHus. - DIeKTpoH. TekcToBble MaH. (1 daiin : 352 KB). - Viuesaosck : Ynl'V, 2017 URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/915/Andreev_2017.pdf
2. AunpeeB A. C.Metoaudeckne yka3aHHS JJIs TPOBEACHUS JTa0OPaTOPHBIX padoOT o
3amuTe uHGOpManuU A CTYAEGHTOB crenuanbHocTel "KommbrorepHas OezomacHOCTH',
"Marematuueckoe oOecriedeHue U aJAMUHUCTPUpPOBAHHME HWH(GOPMAIIMOHHBIX CUCTEM',
"NH(hOKOMMYHHUKAIIMOHHBIE TEXHOJOTMUM U cucTeMbl cBsizu", "CHUCTeMHBI aHalmu3 W
ynpasienue" [Onekrponnsiii pecypc] / A. C. Aunpees, C. M. bopoaun, A. M. UBanuos; Yul'Y,
OMuUT. - DnextpoH. TekcTroBbie naH. (1 daiin : 14, 7 MO). - Yaeanosck : Yal'V, 2015. Pexxum
nocryna http://lib.ulsu.ru/MegaPro/Download/MObject/297/Andreev2015.pdf
3. KioukoB A. E. Metonndeckre ykazaHus A1l CAMOCTOSITEIEHOM pabOTHI CTYACHTOB 110
JTUCIMILIMHE «3all1Ta B ONIEPAIIMOHHBIX CUCTEMAax» JUIs CTYJCHTOB OakajlaBprarta 10 HarlpaBICHHIO
nmoaroroBku 09.03.03 «lIpuknannas nHGOpMATHKa» U crieruanuTeTa mo creruansaocty 10.05.01
«Komnprorepnas 0e3omacHOCTb» 04HOM (opmbl 00yueHus / A. E. Kinoukos; Yal'V, DMUKAT. -
VabsiHoBek : Yal'V, 2019. - 3arn. ¢ sxkpana; Heomy0nukoBaHHEIH pecypc. - DIEKTPOH. TEKCTOBbIE JIaH.
(1 daitn : 332 KB). - Tekcr : anekrponnsiit. hitp://lib.ulsu.ru/ProtectedView/Book/ViewBook/10240
CornacoBaHo:

. 6ubmmorexkaps HB Yal'V / HonMHaHIO ! / 14.06.2019

710H)KHOCTI) COTPpYyAHHKA HaquOT/I OHOIIMOTEKH oAIMUCh Jara

0) IIporpamMHoe oOecrieyeHue
- oneparonHas cpeaa OC Windows/ Anet Pabouas cranims §;
- Microsoft Office / MoiitO¢uc CranmapTHBIA.

B) [IpodeccuonanibHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. D1eKTPOHHO-0UOJINOTEYHbIE CHCTEMBbI:

1.1. IPRbooks [DnekTpoHHBII pecypc]: 27IeKTPOHHO-OHOIMOTEUHAs cUCTeMa / rpyIa
kommanuid  A#t [Im Dp Memua . - DnektpoH. nman. - Capatos, [2019]. - Pexum nocryma:
http://www.iprbookshop.ru.

1.2. FOPAUT [DnextpoHHsIi pecypc]: dMeKTpoHHO-OuOMMoTeuHas cuctema / Q0O
Dnekrponnoe m3gatensctBo IOPAWT. - Diextpon. maH. — MockBa, [2019]. - Pexxum moctyma:
https://www.biblio-online.ru.

1.3. KoHCyJabTaHT CTydeHTa [DIEKTPOHHBI pecypc|: 3JIeKTPOHHO-OMOINOTEYHAS
cuctema / OOO Ilomurexpecypc. - DnektpoH. mgaH. — Mocksa, [2019]. - Pexum noctyma:
http://www.studentlibrary.ru/pages/catalogue.html.

1.4. Jlanb [DnekTpoHHBIH pecypc]: 37eKTpoHHO-OmOmuoreunas cucrema / OO0 DBC
Jlansb. - DnektpoH. aaH. — C.-IletepOypr, [2019]. - Pexxum pocrtyma: https://e.lanbook.com.
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1.5. Znanium.com [DneKTpoHHBIN pecypc]: 3MeKTpoHHO-O0nbaroTedHas cucrema / OO0
3HaHUYM. - DJIEKTPOH. AaH. — MockBa, [2019]. - Pexxum goctyma: http://znanium.com.

2. Koucyabranutllimoc [DnexkTpoHHBIH pecypc]: cmpaBodHas IIpaBOBas CHCTEMa.
/Komnanus «KoncynbranT [Lmocy - DnektpoH. nas. - Mocksa: Koncynsrantllimtoc, [2019].

3. ba3za naHHBIX NepHOAUYECKMX HM3IAHMH [DJIEKTPOHHBIH pecypc]|: JIEKTPOHHBIE
KYPHAJIIBI / OO0 HUBUC. - DnekrpoH. maH. - MockBa, [2019]. - Pexum pnocryna:
https://dlib.eastview.com/browse/udb/12.

4. HanuoHa/IbHAsl 3JIEKTPOHHAsl OuOJMoTeKa [DJIEKTPOHHBIA pecypc|: 3JIEKTpOHHAs
OoubmoTeka. - DIeKTpoH. 1aH. — Mockga, [2019]. - Pexxum noctyma: https:/H36.pd.

5. DuexkrpoHHass Oubamorexka auccepraumii PI'B  [DnexkrtponHbll  pecypc:
anekTpoHHas 6ubnuoreka / ®I'BY PI'b. - Dnextpon. nan. — Mocksa, [2019]. - Pexxum noctyma:
https://dvs.rsl.ru.

6. @enepanbable HHGOPMALMOHHO-00pPa30BaTe/IbHbIE NOPTAJIBI:

6.1. Undopmarnmonnas cuctema EnuHoe OKHO gocTyna K 00pa3oBaTeNbHBIM PECYpCaM.
Pesxxum noctyna: http://window.edu.ru

6.2. @enepanbhblii  mopran  Poccuiickoe — oOpazoBanue. Pexum  goctyna:
http://www.edu.ru

7. O6pa3oBaTteibHbIe pecypcebl Yal'y:

7.1. Dnexrponnas oubimoreka Yil'Y. Pexxum nocryma : http://lib.ulsu.ru/MegaPro/Web

7.2. O6paszoBarenbhblil mopran Yal'V. Pexxum pocryma : http://edu.ulsu.ru

8. I'OCT-OxkcnepT - enunHas 6a3a 'OCToB Poccutickoii @enepamnuu a1 00pa3oBaHusSI U
MPOMBIIIICHHOCTH.

CoracoBaHo:
3am. Hau. YUuT /KnoukoBa A.B. / / 14.06.2019
JlomkHOCTE coTpyHuka Y U THT [))%(6) TIOIINCH nara

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHHUE JUCHUIIJINHbI:
Aynutopuu i ipoBeenus Jekimii — 3/316, 2/26, 3/420, cemunapckux, 1a00paTOPHBIX
3angTui: 3/317, 2/240.
Aynutopust 2/240 yKOMIUIEKTOBaHA CHEIHATU3UPOBAHHON Mebenbio, yueOHOM JTOCKOM,
UMEIOTCS MYJIbT MYJIBTUMEIUHHBIC CpPEJCTBA: KOMITBIOTEp H IPOEKTOpP; HCIOIB3YIOTCS
myabTHMeaHiHBIC TexHomoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CIEHUAJIBHBIE YCJIOBUSA [JI51 OBYYAIOLIUXCA
C O'PAHUYEHHBIMH BO3MOXKHOCTSAMMU 310POBbSA
B cnyyae HE0OXOOMMOCTH, OOydYalOIUMCS M3 4YHCIa JHUL C OTrpaHUYEHHBIMU
BO3MOXXHOCTSIMU 3JIOpOBBSl (11O 3asBJICHHIO OOy4YalOIMMCS) MOTYT MpeasiararbCsi OJHU U3
CIIEAYIOUIMX BapUaHTOB BOCHPHUATHS HHGOPMAIMM C YYETOM UX MHIUBHIYaJbHBIX
NCUX0(U3UUECKUX BO3MOXKHOCTEH:
— U4 JMI ¢ HapyLIeHHeM 3peHus: B (OopMe DIIEKTPOHHOIO  JTOKYMEHTa,
WH/IMBUyaJIbHbIE KOHCYJBTAIUU C NPUBJICYCHUEM TH(IOCYPIOTIEPEBOAUNKA, HHANBUYAIbHbIE
3aJJaHUs U KOHCYJIbTALUs;
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— JUIsl JIML C HapyLIeHHEM cliyXa: B (popMe 3JIeKTPOHHOTO JOKYMEHTa, HHAUBUIyallbHbIE
KOHCYJbTallMM C IPUBJICYEHUEM CypJONEpPEBOAUYUKA, HMHAMBUAyAIbHbIE 33JaHUS U
KOHCYJIbTaIHS;

— JUIsl UL C HapyLIEHHUEM OMOPHO-JIBUraTeNIbHOTO ammapara: B (opme 3J1eKTPOHHOTO
JIOKYMEHTA, UH/IMBUTyaJIbHBIE 3aJIaHUS U KOHCYJIbTaLUs.

B cnyyae HeoOXOOMMOCTHM HCIONB30BaHHMS B Y4eOHOM Ipoliecce YacTH4-
HO/HMCKITIOYHUTENBHO JUCTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOJOTWHA, OpraHu3amus padoThI
[IIC ¢ obyuaromumucs ¢ OB3 u uHBaIMaaMu mpeaycMaTpuBaeTCs B JICKTPOHHOW MH(pOpMa-
IIMOHHO-00Pa30BaTENILHON CPeie C YYETOM UX MHIUBUAYAIBHBIX NMCUXO(PU3UIECKUX OCOOCHHO-
cTeil.

Pa3pa60Tqm(_> l sl JOTIeHT Kadeaphl VBanuoB Anapeit MuxaiioBud

NOANHCH JIOTKHOCTD [(n)5(e]
PazpaboTunk: CT. mpenonaBatenb kKagenpsl  KinoukoB Auapeii EBreHbeBry
TIOATTUCH JOJDKHOCTh DO
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